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1
Decision/action requested

SA3 is asked to approve this addition to TR 33.894
2
References

3
Rationale

This submission contains a gap analysis comparing the NIST zero trust tenets to current 3GPP security mechanisms for the 5G Core. For this analysis, some thought was put into how the tenets specifically apply to a 5G Core since the NIST Special Publication 800-207 Zero Trust Architecture utilizes a user-to-enterprise example for applying the zero trust tenets.
4
Detailed proposal

***
BEGINNING OF 1st CHANGE   ***

5.Y
Tenet #6: All resource authentication and authorization are dynamic and strictly enforced before access is allowed
5.Y.1
Description 

“This is a constant cycle of obtaining access, scanning and assessing threats, adapting, and continually reevaluating trust in ongoing communication. An enterprise implementing a ZTA would be expected to have Identity, Credential, and Access Management (ICAM) and asset management systems in place. This includes the use of multifactor authentication (MFA) for access to some or all enterprise resources. Continual monitoring with possible reauthentication and reauthorization occurs throughout user transactions, as defined and enforced by policy (e.g., time-based, new resource requested, resource modification, anomalous subject activity detected) that strives to achieve a balance of security, availability, usability, and cost-efficiency.” [2]
5.Y.2
Relevant security mechanisms 

There are currently no existing security mechanisms capable of supporting Tenet 6.

5.Y.3
Evaluation 

A security mechanism capable of supporting Tenet 6 needs to be developed.

More work needs to be done to determine what data points are required to evaluate a sessioin for 5G.

***
END OF 1st CHANGE   ***

